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Theme: As our dependence on the cyber infrastructure grows ever larger, and more self-organised, complex and more 
distributed, the systems that compose this infrastructure become more prone to decentralisation, exploitation and failure.  
Cyber engineering is multi-technology driven which deals with engineering design and optimisation based on advanced 
and cutting-edge technologies such as wireless, Bluetooth, WiFi, WiMAX, IPv6 and intelligent Auto-ID.  Cyber 
engineering underpinning the digital ecosystems, the environment we live.  It provides technological foundations for 
design and optimisation of our resources, industries, manufacturers, transport, logistics, government, health and 
businesses.  Digital ecosystems are essentially about creating value by making connections in different domains through 
the use of the modern networked society and economy supported by different forms of collaborative IT frameworks.  They 
lie at the intersection between industry, business, human endeavours, social science, and cutting edge internet 
technologies and are application driven research.  Digital ecosystems and cyber engineering are targeted at intelligence, 
collaboration, survivability, reliability and security so that the cyber infrastructure and the digital ecosystem environment 
are properly operated and maintained.  This Special Section will focus on the cutting-edge techniques, recent advances 
and new technical challenges in the worldwide research community of digital ecosystems and cyber engineering.  Topics 
of interest of this Special Section include, but are not limited to: 
 

 Digital ecosystems and creating value by making connections: distributed, self-organised, autonomous and  
multi-agent systems, swam-intelligence, distributed web services and their applications, security, privacy and trust, 
authentication and key distribution, knowledge sharing, modelling and dissemination, social networks and virtual 
communities, survivability, reliability, dependability, accountability and safety for industry and commerce, architecture 
protocols, platforms, frameworks and verifications which support digital ecosystems to benefit industries such as 
resources, mining, manufacture, transport, health industry, government, business and education. 

 Cyber engineering in industrial revolutions: cyber software, cyber middleware, cyber data security, trust and data 
mining, cyber risks, web semantics, web services, collective intelligence, cyber collaboration architecture, methods 
and tools, with application to industry, government and business, wireless sensor networks, Bluetooth, WiFi, IPv6, 
RFID, convergent technologies, wireless network protocols, models, architectures and applications.   
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